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"As we know, there are known knowns:
there are things we know we know. We
also know there are known unknowns;
that Is to say we know there are some
things we do not know. But there are also
unknown unknowns — the ones we dont
Know we don't know."

Donald Rumsfeld



HTTP Perf Knowledge

Maybe we
should reuse that
connection...
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HTTP/2 Is almost here! .

. and it’s a lot like SPDY s




HTTP/2 In One Slide

* Multiplexing + Header Compression + Server Push
e (Goal: one connection from browser

e Post-WGLC

* Coming in Firefox, Chrome, |IE, others very, very soon

Sy Florian Bender 2014-09-15 14:46:18 PDT

.

Release Note Request (optional, but appreciated)
IWhy is this notable]: The next era in Web tech has begun. Seriously.
[Suggested wording]: Implemented HTTP/2 and APLN.




HTTP/2 vs SPDY/3.1 vs HTTPS
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- Prioritisation

- Server Push

- TLS and TCP

- Header Compression




1. Prioritisation
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HTTP/2
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 In HTTP/1, Prioritisation is a browser heuristic”
e “CSS and JsS first, then images...”
 “This connection for that request...”

 In HITP/2, it's hinted by the client, determined by the server.

*a.k.a. “guessing”



HTTP/2 Priority Hinting
© ©
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e Servers can do what they like with this information.
* Only one of several potential sources!
 Page analysis, RUM over time, etc.

* No prioritisation performs worse than HT TP/1.



Ask Your Implementation

 How do you handle priority by default?
 \What APIs do you expose for effecting prioritisation®
 How do you handle reprioritisation”

DO you gueue In user space and use
TCP_NOTSENT_LOWAT*?

* https://insouciant.org/tech/prioritization-only-works-when-theres-pending-data-to-prioritize/


https://insouciant.org/tech/prioritization-only-works-when-theres-pending-data-to-prioritize/

2. Server Push






Beneftits of Push

* Avoid a RT without sacrificing Resource Granularity!
» Better cache efficiency
* Reduced parse / blocking
* | oad what you need
 Modaularity
e Client can refuse push with RST_STREAM



When do | Push?

 Easy answer: when you previously inlined / concatenated
* Creative answer: when you want to overload it for async data

e Real answer: we need research, metrics and tools!

o speculative push is likely a very ditferent beast

 how will intermediaries handle server push?



3. Header Compression



HTTPbs Working Growp A. Peon

intornet-Draft Google, Inc
intended status: Standards Track H. Ruolan
Expires: March 13, 20156 Canon CRF

September 9, 2014

HPACK - Header Compression for HTTP/2
draft-detf-httpbis-header-compression-latest

Abstract

This specification defines HPACK, a compression format for efciontly reprosenting HTTP header
Rokis, 10 Do utad n HTTPR2

Editorial Note (To be removed by RFC Editor)

Discussion of this draft takes place on the MTTPBIS working group mailing kst (letl-hitp-wg @w3.org),
which is archived at <htips /Mists wi . org/Archives/Publichiet!-hiip-wp'>.

Working Group information can be found at <hiip \tools letf crg/wo/hitpbiass; that specific to HTTP2
Are &t <MpATER2. it 0>,

The changes in this draft are summarized in Appendx D1,
Status of This Memo



GET / HTTP/1.1

Host: www.etsy.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0OS X 10 8 2) AppleWebKit/536.26.14 (KHTML, like Gecko)
Version/6.0.1 Safari/536.26.14

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

DNT: 1

Accept-Language: en-us

Accept-Encoding: gzip, deflate

Cookie: uaid=uaid%3DVdhk5W6sexG- Y7ZBeQFa3cq7yMQ%26 now%3D1325204464%26 s1lt%3Ds LCLVpU%26 kid%3D1%26 ver
33D1%26 mac%$3D1VnlM3hMdb3Cs3hgMVuk dQEixsgQzUINYCs9H K]j8c.; user prefs=1&2596706699&q0tPzM1JLaocEAA==
Connection: keep-alive

assets/dist/js/etsy.recent-searches.20121001205006.js
Host: www.etsy.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0OS X 10 8 2) AppleWebKit/536.26.14 (KHTML, like Gecko)
Version/6.0.1 Safari/536.26.14

Accept: -

DNT: 1
Accept-Language: en-us
Accept-Encoding: gzip, deflate

Cookie:
uaid=uaid%$3DVdhk5W6sexG- Y7ZBeQFa3cq7yMQ%26 now

$3D1325204464%26 s1t%3Ds LCLVpU%26 kid%3D1%26 ver%3D1%26 mac
$3D1Vnl1M3hMdb3Cs3hgMVuk dQEixsgQzUINYCs9H K]j8c.; user prefs=1&2596706699&q0tPzM1JLaocEAA==
Connection: keep-alive



o Simple replacement strategies work surprisingly well
e 9., LRU

* [uning IS more iImportant when you mux clients
e e.g., In aload balancer / reverse proxy
* |oOk at state commitment as well

* In the long run, changing how we use HTTP headers will improve
compression



4. TLS and TCP



TLS has exactly one performance problem:

It is not used widely enough.

Everything else can be optimized.
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e Initcwnd of 10
o [Jurn off tcp_slow_start_after_idle

e EXperiment with congestion control algorithms
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Hovv does {SPDY I—!TTP/Z} affect Ops’P
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- TLS

- Load Balancing/Failover
- DoS

- Tools

- Metrics

- Transition Strategies




1. TLS



« HTTP/2 does not require https://
 However, Chrome and Firefox have said they won't do plaintext http://
o .. Firefox is experimenting with “Opportunistic Security” for http://

e |f you want to get the most users onto HT TP/2, it has to be https:/
(for now)




Minimum TLS 1.2

SNI required

Renegotiation during HT TP prohibited
Ephemeral Key Exchange required (for forward secrecy)
AEAD ciphers effectively required

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 w/ P256



2. Fallover and Load Balancing



« HTTP/2 tlows are longer-lived
* S0, You can't assume they’ll go away soon

* This changes load balancing and tfailover strategies



« GOAWAY allows you to gracefully shut down a connection

e EXIsting requests drain



Alternative Services acts like CNAME at the HTTP layer

‘Spool up a connection at host:port and talk to it like it's this origin.”
t's graceful; should introduce no latency / pauses

. oad balancing, geo optimisation, taking server out of rotation

Browser support coming (hopefully)



3. DOS



TCP Connections

« HTTP/2 uses less connections by a factor of 4x - 8x!

* Those connections are a lot more active, well-utilised

* |f you think you're under attack, you've got options
* Reduce SETTINGS_MAX_CONCURRENT_STREAMS
* Flow control them

¢« GOAWAY



Viemory

 Header compression = More state per connection

o default header compression state = 4k

* state commitment can be tuned using SETTINGS_HEADER_TABLE_SIZE
 Buffering e.g., by intermediaries
e can be controlled by tlow control

* (stream-level and connection-level)



CPU

* Binary format is easier to parse
» HPACK is very low overhead (less than gzip)

e can be dialled down if need be with SETTINGS_HEADER_TABLE_SIZE



Ntermediaries

* [here are some cases where an intermediary can get in trouble
 Never forward a frame before you have it all!
 Never forward a header-bearing block before you have it all!

* ... uUnless you really trust the sender.
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packet-hZ-M papay [Wireshark 1.99.0 (v1.99.8-0c1-0 239 gf6 7598 froon unknown ) - * X
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Source Destination
4 0.000375001 ::1 ) | SETTINGS
6 0.000619801 ::1 :21 Magic, SETTINGS, HEADERS -
8 0.00073500 ::1 33l SETTINGS
10 9.001388801 -+ : SETTINGS, FEADERS . DATA., DATA,
11 0.0014120M ::1 H
13 0.08275600¢ ::1 121
14 000425900 ::1 gad
16 6.089281001 ::1 121
17 0.0132660M ::1 Sid

[Header Length: 208

» Streams
P Stream

P Stream
» Stream

b Header:
¢« A0
* Header:
P Weader:
b Header:
» Weader:
Padding:

» Stream:

rstatus: 200
NORTTPG nonhtTpl/0.5.2-08V
content-length: 22617
cache-control;: max-age=3600
date: Sat, 62 Aug 2014 16:350:25 GMT
last-modifled: Sat, 02 Aug 2014 07:58:59 OMT
<MISSING>

: DATA, Streams 1D:
: DATA, Streams ID:
DATA, Stream ID:
: DATA, Stream 1D:
: DATA, Stream 1D:

."'.J|.'

Length 4096
Length 4896
Length 4096
Length 4096
i, Length 4896
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- Connection Utilisation

* |dle periods, concurrency, reset streams, protocol errors
- HPACK efficiency

* Nit rates, memory consumption, lost opportunities

e pboth directions!

« RUM RUM RUM!
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SPOY Eéun. SPOY EQUAL , eouu.

EQUAI.. SPDY EOUAL SPDV

n-——o
SPDY better or equal 1o HTTP HTTP better

"How Speedy is SPDY?” — Wang, Balasubramanian, Krishnamurthy and Wetherall



Un-Hacking Your Site

Spriting &~ Separate Resources

Inlining &~ Server Push

Sharding % Single Host

Concatenation & Separate Resources



Why Un-Hack"

CSS Spriting delays image downloads (indirection)
Concatenation / inlining / spriting reduce cache efficiency
Concatenation / inlining / spriting encourages wasted download
JS concatenation increases parse/load overhead

Sharding reduces header compression efficiency, tcp flow gains



When to Un-Hack”

* | ots of choices:
 \When x% of your traffic supports HTTP/2
 Dynamically hack per connection
» GGradual rollout

e Just Do It



Switch to HTTPS first
De-[sprite, concatenate, shard, inline}
Browser rollout period Is a unigue opportunity

Collect metrics!
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