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A More Demanding Web.
• Mining the long tail = global audience

• Handling flash crowds = flexible scaling

• Serving AJAX = more requests

• User content = more interactive

• Context-sensitive = more dynamic

• Software as a Service = high reliability

What’s a server to do?



The “Modern” Web App

Three-tier / MVC

Layered frameworks for 
templating, personalisation, 
authentication, caching...

Database for shared state

LAMP, MARS, PAID, whatever

Almost everything is custom code 
and takes place on the server

Servers... Lots of Servers
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Throwing Servers at it Only Helps:

• Your hardware vendor

• Your hosting provider

• Your ISP

• Your power company

• Crackers

• Your sysadmin’s job security



Your Server
Your Users



P is slow!
Typical Perl/Python/PHP does 50-250 requests a second
(often because of too much M)

M is complex and centralised

A doesn’t help.
Maxes out at 2-3,000 requests a second

(L? That’s OK.)

Developer productivity vs. scalability, reliability...

Is LAMP Helping?



Some Observations
1. Static Web content can be served a lot 

faster than “dynamic” content.

2. It’s easier and cheaper to deploy, secure 
and administer a commodity, non-
application-specific box than custom code.

3. There are always more clients than 
servers, and they’re usually idle.



Think Outside 
of the Box

Combination/co-ordination of:

1. Highly scalable Web servers

2. Existing caching infrastructure

3. AJAX magic on the client

Processing offline, in-browser = no 
server bottleneck!
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C10k?  Try C100k.
• Apache is slow (on purpose).

• Serious Web servers use event loops
http://www.kegel.com/c10k.html
http://lighttpd.net/

• Properly used, holds 100,000+ persistent 
connections with no performance penalty

• 30,000+ requests/second attainable

• That’s 1,000x some LAMP applications.

• Put another way: one server or 1,000?

http://www.kegel.com/c10k.html
http://www.kegel.com/c10k.html
http://lighttpd.net
http://lighttpd.net


Leveraging the Caching 
Infrastructure



Freshness
• Most powerful technique: free!

• Expires or Cache-Control: max-age

• Understand that caches don’t have to store 
what you allow them to

• http://www.mnot.net/cache_docs/

Server ClientCache

01010

Cache-Control: 

  max-age=60

GET
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Validation

• Last-Modified / If-Modified-Since

• ETag / If-None-Match

• Saves transmission cost of bytes on the wire

• Still requires a round-trip, though

Server ClientCache

01010

ETAG: "abcdef"

GET

GET

If-None-Match: "abc"

304 Not Modified



Invalidation by Side Effect
• Localised cache 

invalidation; 
doesn’t propogate 
to off-path caches

• That’s OK, 
especially for 
private or 
“sloppy” cases

• Allows caching of 
user-manipulated 
content /page2

Cache

POST /page1

GET /page2

303 See Other

Location: /page2

Unsafe methods (POST, PUT, 

DELETE...) invalidate the 

requested URI, as well as 

anything at the other end of the 

redirect or Content-Location.

/page1



A Fly in the Ointment

• Invalidation not supported by most 
browsers

• Work-around: invalidate.js

• rewrites URIs based on HTTP methods, 
stores state in cookies

• UGLY!

• Browser vendors, please fix this.



Cache Targeting
• Combinations of headers allow you to control 

different parts of the caching hierarchy

• Avoid ISP, Enterprise caches if you don’t trust them.

Server ClientGateway Proxy

01010 01010 01010

Surrogate-Control: ...

Gateway-Control: ...

Cache-Control: public

Cache-Control: private

Cache-Control: s-maxage

Cache-Control: private



Browser (Mis-)Behaviour

• Basic validation, freshness supported well

• All know they’re private

• Side effect invalidation not well-supported

• Conneg broken on some

• http://mnot.net/javascript/xhr/cache.html

• http://mnot.net/blog/2006/05/11/browser_caching

http://www.mnot.net/javascript/xhr/cache.html
http://www.mnot.net/javascript/xhr/cache.html
http://www.mnot.net/javascript/xhr/cache.html
http://www.mnot.net/javascript/xhr/cache.html


Forwards-Compatible AJAX

• Not targeted at programmers

• Reduce/eliminate application-specific logic 
on the server and client

• Implemented in JavaScript now

• Able to be directly implemented in 
browsers

• Deliverables: 
dynamic content and personalisation



Dynamic Content Can 
Be Cached







HTML Includes
• Allows composition of page fragments with 

different cacheability; portal-on-the-browser

• Early prototype: Edge Side Includes (ESI)
http://www.esi.org/

• Doing it in-browser is better
http://tinyuri.com/a34v

• AJAX/XHR gives us this capability now

• Goal: handled by browsers directly

http://www.esi.org
http://www.esi.org
http://tinyuri.com/a34v
http://tinyuri.com/a34v


HInclude Example
<html  
 xmlns:hx="http://purl.org/NET/html_extensions">
  <head>
    <script type="text/javascript" 
     src="hinclude.js"></script>
  </head>
  <body>
    <h1>Include Test</h1>
    <hx:include src=”test.html”></hx:include>
  </body>
</html>

http://purl.org/NET/html_extensions
http://purl.org/NET/html_extensions


hinclude.js

• Can control rendering mode

• Can specify default/fallback content

• Advanced error handling w/ CSS

• data: URIs 

• http://www.mnot.net/javascript/hinclude.html

• Used on every page at mnot.net

http://www.mnot.net/javascript/hinclude.html
http://www.mnot.net/javascript/hinclude.html


Personalisation Doesn’t 
Require Server Code





Personalised URIs

• Give personalisation data identity

• Then, rewrite URIs based on 
personalisation data

• Result: personalisation data, template and 
modules separately cacheable

• Again, goal is to be supported in browsers 
directly



URL Templating Example
<html>
  <head>
    <link rel="template_store" href=”test.json”
     type="application/json+xml" title="user"/>
    <script type="text/javascript" 
     src="url_template.js"></script>
  </head>
  <body>
    <h1>Templating Test</h1>
    <p><a href_template=”{user.userid}/prefs”>
     edit your prefs</a></p>
    <hx:include src=”/default_content.html”
     src_template=”/{user.top_content}”>
    </hx:include>
  </body>
</html>



url_template.js
• Coverage: hx:include/@src, a/@href, img/@src, 

link/@href ...

• Variables:

• Cookies

• link/@href-loaded JSON

• Fallback:

• Redirect to a URI

• Default phrase

• Use un-templated attribute

• http://www.mnot.net/javascript/url_template.js

http://www.mnot.net/javascript/url_template.js
http://www.mnot.net/javascript/url_template.js


C

/joe/prefs.json

http://www.example.com/

<html>

 <head>

  <link rel="template_store" title="user"

   href="/{cookie.userid}/prefs.json"/>

  <link rel="template_redirect"

   href="/login.html"/>

  <script src="url_template.js"/>

  <script src="hinclude.js"/>

 </head>

 <body>

   <hx:include src="default.html"

    template_src="{json.user.top_mod}"/>

 </body>

</html>

/modules/news.html

/login.html

1

2

3

Users without a userid cookie get bounced by template fallback

Otherwise, user prefs are 

loaded from a JSON file

Then, prefs are used to 

rewrite URIs to include 

personalised content.

Cache-Control:

  max-age=86400

Cache-Control:

  max-age=3600,

  private

Cache-Control:

  max-age=1800



Demo
http://www.mnot.net/javascript/demo/

http://www.mnot.net/javascript/demo/
http://www.mnot.net/javascript/demo/


Caveats

• Downgrade clients still need to be handled

• This isn’t for everything - just one tool

• Open Source intermediary caches aren’t as 
fast/functional as they could be

• Code is beta-quality



What Else?
• Services too - not just for Web pages

• More quantification, testing

• Authentication - can be distributed
http://www.mnot.net/drafts/draft-nottingham-
http-auth-cache-00.txt

• Invalidation sharing in gateway clusters

• Invalidation formats, headers

• Cache pinning, grouping

• Offline operation

http://www.mnot.net/drafts/draft-nottingham-http-auth-cache-00.txt
http://www.mnot.net/drafts/draft-nottingham-http-auth-cache-00.txt
http://www.mnot.net/drafts/draft-nottingham-http-auth-cache-00.txt
http://www.mnot.net/drafts/draft-nottingham-http-auth-cache-00.txt


Questions?
Thank you!


